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1 Using CAE to Host Nginx Static File
Servers

1.1 Overview

Application Scenario

This service is used to host web frontend components of service code and static
pages. Create an image for service code and deploy it to CAE, and store the static
files in the parallel file system associated with a component. In this way, you can
host the frontend components of services and static files. After components are
deployed, you can update static page files in the parallel file system to update
frontend applications in real time.

This solution uses Nginx alpine-perl, which has been provided in the open-source
image.

Figure 1-1 Image tag

Architecture

Nginx is a lightweight web server and an HTTP server for static resources. This
practice uses Nginx to describe how to configure a parallel file system in the cloud
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storage to host static files and update these static files to update the Nginx access
page in real time.

Figure 1-2 Nginx access relationship

Default Nginx Configurations

Figure 1-3 shows the default Nginx configurations.

The Nginx configuration file (nginx.conf) of this tag is /etc/nginx/nginx.conf.
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Figure 1-3 nginx.conf

Figure 1-4 shows the default.conf file of Nginx. /usr/share/nginx/html stores
static files. There are two default files in this path: 50x.html and index.html.

Figure 1-4 default.conf

To replace the page display, place the HTML file to be replaced in the /usr/share/
nginx/html directory. The HTML file can be downloaded from Obtaining a Static
File.

Cloud Application Engine
Best Practices 1 Using CAE to Host Nginx Static File Servers

Issue 01 (2024-07-18) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 3



1.2 Preparations

Creating an Environment

Step 1 Log in to CAE.

Step 2 Use either of the following methods to create an environment:
● If you use CAE for the first time, a message is displayed indicating that no

environment has been created.

a. Click Create Now in the Create Environment card.

Figure 1-5 Creating an environment

b. In the displayed dialog box, set the parameters by referring to Table 1-1.

Table 1-1 Creating an environment

Parameter Description

Environment Enter an environment name.

Enterprise
Project

Select an enterprise project.
An enterprise project facilitates project-level
management and grouping of cloud resources and
users. The default project is default.
It is available after the enterprise project function
is enabled.
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Parameter Description

Virtual Private
Cloud

Select the VPC to which the environment resource
belongs from the drop-down list.
To create a VPC, click Create VPC. For details, see
Creating a VPC.
NOTE

The VPC cannot be modified after the environment is
created.

Subnet Select a subnet from the drop-down list.
If no subnet is available, click Create Subnet to
access the network console and create a subnet. For
details, see Creating a Subnet for the VPC.
NOTE

Keep at least two available network IP addresses for CAE
configuration and optimization.

Security Group Select Automatically generated.
NOTE

This group must allow access from the selected subnet to
both the subnet gateway address and the access addresses
and ports of middleware such as RDS and CSE instances.

Organization If you use CAE for the first time, select Create
Organization from the drop-down list and enter an
organization name.

 
● If this is not your first time using CAE, choose Components.

a. Click  next to Environment in the upper part of the page.
b. In the displayed Create Environment dialog box, enter an environment

name.

NO TE

You can use an existing environment.

Step 3 Click OK.

----End

Creating an Application

Step 1 Choose Components and use either of the following methods to create an
application:

● Click  next to Application in the upper part of the page.
● Click Create Now on the Components page.
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Figure 1-6 Creating an application

Step 2 In the displayed Create Application dialog box, enter an application name.

Step 3 Click OK.

----End

Obtaining a Static File

You can download the index.html and test.html static files for update.

Download address: https://international-cae-demo.obs.ap-
southeast-3.myhuaweicloud.com/nginx.zip

1.3 Procedure

Restrictions

The official Nginx image is executed by the Nginx user. You need to set the file
mask (umask) of the mounted file to 0022 to ensure that the Nginx user has the
permission to read the mounted file. For details, see Configuring a Cloud Storage
Mount Path.

Creating and Deploying a Nginx Component

Step 1 Log in to CAE.

Step 2 Choose Components.

Step 3 Select the created application and environment from the drop-down lists in the
upper part of the page, and click Create Component.

Step 4 Configure the component by referring to Table 1-2.

Table 1-2 Basic component information

Parameter Description

Component Enter a component name. In this practice, enter nginx.
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Parameter Description

Version Enter a component version.
In this practice, enter 1.0.0.

Specification
s

Select instance specifications, for example, 0.5 Core and 1 GiB.

Instances Set it to 1.

Code Source Choose Images > Open Source Images > nginx. In this practice,
select Nginx alpine-perl.

 

Figure 1-7 Creating a component

Step 5 Click Configure Component.

Step 6 On the Component Configurations page, click Edit in the Access Mode module
to configure the Nginx component.
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Step 7 On the Load Balancing tab, click Add Load Balancer and set parameters.

● Load Balancer: Select Built-in load balancer.

● Health Check: Use the default value Start.

● Access Control: Select Allow all IP addresses.

● Protocol: Select TCP.

● Listening Port: Enter 80.

● Access Port: Enter an access port. In this practice, enter 14632.

Figure 1-8 Adding external network access for load balancing

Step 8 Click OK.

Step 9 On the Component Configurations page, click Set and Deploy Component for
the Nginx component access mode to take effect.

Step 10 After deployment, choose Components.

Click the IP address in the Access Address column of the component to view the
Nginx static web page.

Figure 1-9 Accessing a static page

----End
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Cloud Storage Authorizations

Step 1 Choose System Settings > Cloud Storage Authorizations and click Edit. The
Authorized Cloud Storage dialog box is displayed.

Step 2 Click Authorize Parallel File System.

Figure 1-10 Authorize Parallel File System

Step 3 Click Create Parallel File System and enter a name, for example, test-nginx.

Step 4 Click OK.

Step 5 Select the created parallel file system. You can also enter a keyword in the search
box above the list to filter data.

Step 6 Click Authorize. The parallel file system is authorized.

You can view the authorized parallel file systems on the Authorized Cloud
Storage page.

Figure 1-11 Authorized parallel file system

----End

Uploading a File

Step 1 Log in to OBS.

Step 2 Choose Parallel File Systems and click file system test-nginx to go to the parallel
system page.
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Figure 1-12 Parallel file systems

Step 3 Choose Files and click Upload File.

Step 4 Drag the obtained static files index.html and test.html to the file upload area.
You can also click add files to upload the files. The default storage class is
Standard.

Figure 1-13 Uploading a file

Step 5 Click Upload.

----End

Configuring a Cloud Storage Mount Path

Step 1 Return to CAE and choose Component Configurations.

Step 2 Select the Nginx component from the drop-down list in the upper part of the
page.

Step 3 Click Edit in the Cloud Storage module.
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Figure 1-14 Configuring cloud storage

Step 4 Click Set Parallel File System, enter the mount path, and set permissions.
● Parallel File System: Select test-nginx authorized in Cloud Storage

Authorizations.
● File Mask (umask): Enter 0022.
● Mount Path: path to which the data store is mounted. In this practice, use the

default path /usr/share/nginx/html of nginx.
● Required Permissions: permissions on the mount path and files in the mount

path. The value can be Read/Write or Read only. In this example, select
Read/Write.

Figure 1-15 Configuring a cloud storage mount path

NO TE

● Do not mount a static file path to a directory that contains system files, such as /
and /var/run. Otherwise, the components may be abnormal.

● The Read/Write permission indicates that the component has the read and write
permissions on the mount path and all files in the path. The Read only permission
indicates that the component has only the read permission.

Step 5 Click OK. On the Cloud Storage page, click OK again.

Step 6 On the Component Configurations page, click Activate Settings.
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Figure 1-16 Activate Settings

----End

Viewing an Updated Page

Step 1 Choose Components.

Step 2 Click the IP address in the Access Address column of the Nginx component to
access the Nginx again. The page can be updated in real time (Press F5).

NO TE

The new index.html file can be customized and uploaded as required.

Figure 1-17 Updated static page

You can also access the new static page file using /test.html.
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Figure 1-18 Accessing the test page

----End
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2 Graceful Startup of a Spring Cloud
Application

Overview
This section describes how to configure graceful startup for Spring Cloud
application to perform operations such as upgrade, restart, and scale-out during
component O&M.

Prerequisites
● You have created an environment.
● You have created an application.
● You have created and deployed a Spring Cloud component.

Procedure

Step 1 Enable spring-boot-starter-actuator for Spring Cloud.

1. Add the spring-boot-starter-actuator dependency to the pom.xml file of the
source code corresponding to the component. (Version 2.3.0 or later is
recommended.)
<dependency>
    <groupId>org.springframework.boot</groupId>
    <artifactId>spring-boot-starter-actuator</artifactId>
    <version>{Your Spring boot version}</version>
</dependency>

2. Add the following configurations to the application.properties file:

Table 2-1 application.properties

Spring Boot
Version

Configuration

2.3.0/2.3.1 management.health.probes.enabled=true

>= 2.3.2 management.endpoint.health.probes.enabled=true
management.health.livenessState.enabled=true
management.health.readinessState.enabled=true

Cloud Application Engine
Best Practices 2 Graceful Startup of a Spring Cloud Application

Issue 01 (2024-07-18) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 14

https://support.huaweicloud.com/intl/en-us/usermanual-cae/cae_03_0003.html#section0
https://support.huaweicloud.com/intl/en-us/usermanual-cae/cae_03_0002.html#section0
https://support.huaweicloud.com/intl/en-us/usermanual-cae/cae_03_0005.html


 
3. Update code.

– If your component is deployed using source code, update the modified
source code to the source code repository.

– If your component is deployed using a software package, pack the new
code into a software package and upload the new package to the
software package repository.

4. Use the new source code or software package to upgrade the component.

Step 2 Configure component health check.

1. Log in to CAE. Choose Component Configurations.
2. Select the target component from the drop-down list in the upper part of the

page.
3. Configure readiness probe by referring to Configuring Health Check. The

parameters are as follows:

Table 2-2 Readiness probe parameters

Parameter Description

Check Method Select HTTP.

Port Enter the listening port of your component.

Path – For Spring Boot 2.3 and later, enter /actuator/
health/readiness.

– For Spring Boot versions earlier than 2.3, enter /
actuator/health.

Protocol Select the protocol of your component.

Check Interval Enter 10.

Latency Enter 0.

Timeout Interval Enter 1.

Success
Threshold

Enter 1.

Failure Threshold Enter 3.

 
4. Upgrade the component. For details, see Upgrading a Component.

Step 3 Verify the configuration.

1. Choose Components. If the status of the target component is Running, go to
the next step. Otherwise, the configuration fails.

2. Choose Component Events and select the target component from the drop-
down list in the upper part of the page. If the Component instance healthy
event exists, the configuration is successful. Otherwise, the configuration fails.

----End
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3 Health Check

3.1 Overview
Health check is used to check whether your application instances are working
properly. It is a mechanism used to ensure normal service running. CAE provides
three health check mechanisms: liveliness probe, readiness probe, and startup
probe.

● Liveliness probe is used to check whether applications are alive. If an instance
is abnormal, Kubernetes deletes the instance and performs the detection
again until the instances are normal.

NO TICE

● When only the liveliness probe is used, if the network fluctuates or the
program starts slowly, the instance will keep restarting and remains in the
Not ready state.

The following solutions are available:

● Use startup probe together. For details, see Cooperation Between
Startup and Liveliness Probes.

● Increase Failure Threshold to increase the fault tolerance rate and
increase Latency to ensure that the program accepts the liveliness
probe detection after startup.

● If status code 200 is returned, the check is successful.

● If a status code other than 200 is returned and the number of consecutive
failures reaches Failure Threshold, the check fails.

● Readiness probe is used to check whether an application has been started and
is ready to receive requests. If the instance is healthy, traffic will be switched.

For example, if the number of component instances is increased from 2 to 3,
the comparison before and after the readiness probe is configured is as
follows:
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a. When the readiness probe is not configured, the instance has been
created, but are not ready to receive traffic due to program reasons. In
this case, some traffic still enters instance 3, as shown in Figure 3-1.

Figure 3-1 Readiness probe not configured

b. After the readiness probe is configured, it detects that instance 3 is not
started or ready. So instance 3 does not receive traffic, ensuring that all
traffic flows to healthy instances 1 and 2.

Figure 3-2 Before health check

c. When detecting that instance 3 is healthy, the readiness probe allows the
traffic to pass through and stops the detection.
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Figure 3-3 After health check

● When the startup probe is running, readiness and liveliness probes are
disabled. If the startup probe health check fails, the instance will be restarted.
You are advised to use the startup probe together with the liveliness probe.

3.2 Cooperation Between Startup and Liveliness Probes

Prerequisites
● You have created an environment.
● You have created an application.
● You have created and deployed a component. In this example, use the

demo-frontend component.

Procedure

Step 1 Log in to CAE. Choose Component Configurations.

Step 2 Select the target component from the drop-down list in the upper part of the
page.

Figure 3-4 Selecting a component
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Step 3 Configure the startup and liveliness probes by referring to Figure 3-5 and Figure
3-6, and make the configurations take effect. For details, see Configuring Health
Check.

Figure 3-5 Configuring liveliness probe

Figure 3-6 Configuring startup probe
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The startup probe will check an instance every 5 seconds, starting 10 seconds after
instance creation. If the check fails for five consecutive times, the container will be
restarted. After the startup probe detects that the instance is healthy, the liveliness
probe starts detection to prevent the instance from keeping restarting due to slow
program startup.

NO TICE

Ensure that the program can start within the following period: Latency + Check
Interval x Failure Threshold. Otherwise, the startup probe will keep restarting the
instance. If you are not sure about the program startup time, increase Failure
Threshold and Latency.
As shown in Figure 3-6, the program needs to start within 35 seconds (10 + 5 x 5
= 35).

Step 4 Click Component Events. As shown on the page, the program starts after one
startup probe detection failure. Then the liveliness probe is switched to and
detects that the instance is healthy.

Figure 3-7 Viewing events

Figure 3-8 Startup probe detection

----End

3.3 Using Readiness Probe to Ensure Normal Traffic
During Upgrade

Prerequisites
● You have created an environment.
● You have created an application.
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● You have created and deployed a component. In this example, use the
demo-frontend component.

● You have configured the access mode and the configuration has taken effect.

Procedure

Step 1 Log in to CAE. Choose Component Configurations.

Step 2 Select the target component from the drop-down list in the upper part of the
page.

Figure 3-9 Selecting a component

Step 3 Configure the readiness probes by referring to Figure 3-10, and make the
configurations take effect. For details, see Configuring Health Check.
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Figure 3-10 Configuring readiness probe

Step 4 Upgrade the component. For details, see Upgrading a Component.

Step 5 During upgrade, choose Components, click the IP address in the Access Address
column of the component to view the application page. As shown in Figure 3-11,
services are not interrupted.

Figure 3-11 Application page
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Step 6 As shown on the Component Events page, the instance has unhealthy requests.
The probe detects that the new instance is not ready for traffic switchover and
continues to use the old instance to provide services.

Figure 3-12 Viewing component events

----End
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4 Lifecycle Management

4.1 Overview
Lifecycle management is a method used to execute calls at a specific stage. CAE
provides two lifecycle management modes: post-start and pre-stop processing.

● Post-start processing: After a component instance starts, a post-start event is
triggered immediately. However, it is not ensured that the corresponding
handler can be executed before EntryPoint of the container.

NO TE

The status of the component instance changes to Running only after the post-start
function is executed. Therefore, when the command is set to an infinite loop, the CAE
component status cannot change to Running.

● Pre-stop processing: Before a component instance stops, a pre-stop event is
sent.

NO TE

A pre-stop event is sent immediately before a component instance stops. Unless the
grace period of the instance expires, the component instance is blocked until the
function is executed.

4.2 Writing Files Using Post-start Processing

Prerequisites
● You have created an environment.
● You have created an application.
● You have created and deployed a component. In this example, use the nginx

component.

Procedure

Step 1 Log in to CAE. Choose Component Configurations.
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Step 2 Select the target component from the drop-down list in the upper part of the
page.

Figure 4-1 Selecting a component

Step 3 Configure post-start processing by referring to Figure 4-2. For details, see
Configuring the Lifecycle.

Run the following commands:
/bin/bash
-c
echo 'Hello, postStart' > /lifecycle.txt

Figure 4-2 Configuring the lifecycle
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Step 4 Click Save.

Step 5 Click Activate Settings in the upper part of the page. In the dialog box displayed
on the right, confirm the configurations and click OK for the configurations to
take effect.

Step 6 Use CloudShell to log in to the container and check whether the file content takes
effect.

1. Choose Instance List.
2. Select the target environment and application from the drop-down lists in the

upper part of the page, and click the target component.
3. Select a running instance and click Remote Login in the Operation column.

Go to the container and check whether the file content takes effect.
4. View the file content and check whether the file is successfully written.

tail -f lifecycle.txt

Figure 4-3 Logging in to the container and viewing the file content

----End

4.3 Gracefully Stopping Nginx Using Pre-stop
Processing

If the container will be stopped by the system, pre-stop processing helps your
main program perform necessary cleanup tasks before the stop.

Prerequisites
● You have created an environment.
● You have created an application.
● You have created and deployed a component. In this example, use the nginx

component.

Procedure

Step 1 Log in to CAE. Choose Component Configurations.

Step 2 Select the target component from the drop-down list in the upper part of the
page.
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Figure 4-4 Selecting a component

Step 3 Configure pre-stop processing by referring to Figure 4-5. For details, see
Configuring the Lifecycle.

Run the following commands:
/bin/bash
-c
nginx -s quit;while killall -0 nginx;do sleep 1;done

Figure 4-5 Configuring the lifecycle

Step 4 Click Save.
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Step 5 Click Activate Settings in the upper part of the page. In the dialog box displayed
on the right, confirm the configurations and click OK for the configurations to
take effect.

----End
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5 Sending Event Alarms to WeCom

Overview
CAE can send notifications when instance scheduling, health check, image pull,
volume mounting, or container startup succeeds or fails. By configuring event
notification rules, you can learn about the component running status in a timely
manner and quickly locate faults. The configuration of event notification rules
depends on the AOM and SMN services. Component instance events are reported
to AOM. You can choose Application O&M Management > Alarm Management
> Alarm List > Events to view the reported events. SMN is the sender of alarm
messages.

By default, CAE reports component instance events to AOM. After configuring
event notification rules, CAE creates topics and subscribers in SMN, and creates
alarm rules and alarm action rules in AOM.

Figure 5-1 Event alarm reporting process
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Prerequisites
SMN allows you to subscribe to WeCom, DingTalk, and Lark group messages.
Currently, these functions are in the open beta test (OBT). You need to apply for
the OBT qualification first.

● You have enabled WeCom and created a group chatbot.
● You have submitted a service ticket to apply for the SMN OBT qualification

on Huawei Cloud and enabled the OBT.

Procedure

Step 1 Log in to CAE and choose System Settings.

Step 2 Click Edit in the Event Notification Rules module.

Step 3 Click Create Event Notification Rule and configure basic information by referring
to Table 5-1.

Table 5-1 Configuring basic information

Parameter Description

Name Enter an event notification rule name. For example, container-
Initiate.
The value starts and ends with a letter and contains 1 to 64
characters, including letters, digits, hyphens (-), and
underscores (_).

Trigger Event Select an event that triggers notification from the drop-down
list. For example, Container started up.

Effected
Components

Select All in the environment.

Alarm Policy Trigger Mode: Select Immediate.

 

Step 4 Select WeCom chatbot for Notified By.

Enter the WeCom chatbot endpoint address, which is a webhook address starting
with https://qyapi.weixin.qq.com/cgi-bin/webhook/send.

NO TE

For details about how to obtain a WeCom subscription endpoint, see How Does DingTalk,
Lark, or WeCom Chatbot Obtain Subscription Endpoints?
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Figure 5-2 Configuring event notification

Step 5 Click OK.

Step 6 In the component list, select the target component and click More > Restart in
the Operation column.

After the component is restarted, log in to AOM to view the event list or receive
alarms in your WeCom group.
● Log in to AOM to view the list of events reported by CAE.

a. Choose Alarm Management > Alarm List > Events.
b. Select Select all for Event Severity.

c. Set the filter criterion to Event Source: CAE and click .
● Receive alarms in your WeCom groups.

----End
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6 Configuring PromQL to Implement
Custom Auto Scaling

Assume that there is a component named my_component, its environment is
my_environment, and the application is my_application.

Assume that the component provides the custom metric http_requests_total,
which indicates the total number of HTTP requests. This section uses this metric as
an example to describe how to use PromQL.

Querying Metrics

Run the following PromQL statement to query the latest metric:

http_requests_total{environment_name="my_environment",application_name="my_application",component_
name="my_component"}

Run the following command to query all metrics in the last 5 minutes:

http_requests_total{environment_name="my_environment",application_name="my_application",component_
name="my_component"}[5m]

Processing Queried Metrics

Querying Metrics contains multiple metrics queried. For example, if a component
has multiple instances, there are multiple pieces of metrics; if metrics have been
queried for a period of time, there are multiple pieces of metrics.

PromQL in an AS policy must return a single value. Therefore, you need to process
the queried metrics to obtain a single value. Example:

Query the latest metric and calculate the average value to obtain the average
value of the total number of HTTP requests of all instances.

avg(http_requests_total{environment_name="my_environment",application_name="my_application",compon
ent_name="my_component"})

Query all metrics in the last 5 minutes, obtain the change (increased value), and
calculate the average value to obtain the average number of increased HTTP
requests of each instance in the last 5 minutes.

avg(delta(http_requests_total{environment_name="my_environment",application_name="my_application",co
mponent_name="my_component"}[5m]))

Cloud Application Engine
Best Practices

6 Configuring PromQL to Implement Custom Auto
Scaling

Issue 01 (2024-07-18) Copyright © Huawei Cloud Computing Technologies Co., Ltd. 32



For more information, see PromQL document and PromQL example.
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7 Configuring the Interconnection
Between CAE and DEW to Help Applications

Obtain Encrypted Secrets from DEW

7.1 Overview

Application Scenario
You can connect CAE to DEW to help applications obtain secrets from DEW, which
simplifies the connection between applications and DEW and improves security.

If secrets such as access keys and SSH keys need to be injected into your code as
environment variables, you can configure DEW secrets to ensure key security.

For details about how to create and manage secrets, see Cloud Secret
Management Service.
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Architecture

Figure 7-1 Process of injecting secrets as environment variables

Restrictions
You must authorize KMS CMKFullAccess and CSMS ReadOnlyAccess to agency
cae_trust. For details, see Assigning Permissions to a User Group.

Before enabling this function, you need to perform DEW authorization as an
administrator.

7.2 Configuring a Secret and Injecting It as an
Environment Variable

In this practice, you can add DEW secrets and import them into components as
environment variables to protect data.

Creating a DEW Credential

Step 1 Log in to DEW.

Step 2 Choose Cloud Secret Management Service.

Step 3 Click Create Secret and set parameters by referring to Table 7-1.

Table 7-1 Secret parameters

Parameter Description

Type Select Shared secret.
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Parameter Description

Secret Name Enter a secret name. In this practice, enter db.

Enterprise Project ID of the enterprise project to which a secret is bound
during creation.
In this practice, select default.

Secret Value Select Plaintext and enter 123456.

Description In this practice, leave it blank.

KMS Encryption Key Select csms/default.

Associated Event In this practice, select None.

 

Step 4 Click Next. The rotation period cannot be set for shared secrets. Click Next again
to confirm the secret information.

Step 5 Click OK.

You can view the created secret in the secret list. The default status of a secret is
Enabled.

----End

Adding a Secret

Step 1 Log in to CAE.

Step 2 Choose System Settings.

If KMS CMKFullAccess and CSMS ReadonlyAccess are not granted, grant them as
the administrator.

Figure 7-2 Authorization
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Step 3 Click Edit in the Secret Configuration module.

Step 4 Click Create Secret. In the displayed dialog box, select the secret created in
Creating a DEW Secret and the required version.

Figure 7-3 Adding a secret

Step 5 Click OK.

----End

Configuring an Environment Variable

Step 1 Choose Component Configurations.

Step 2 Select the target component.

Step 3 Click Edit in the Environment Variables module.

Step 4 Click Add Environment Variable and configure the environment variable by
referring to Table 7-2.

Table 7-2 Configuring an environment variable

Parameter Description

Type Select Import secret.

Name Name of an environment variable, for example, test1.
The name must be unique.

Variable/Variable
Reference

Select the secret created in Adding a Secret from the
drop-down list.
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Figure 7-4 Configuring an environment variable

Step 5 Click Save in the Operation column. On the Set Environment Variable page,
click OK.

Step 6 Click Activate Settings in the upper part of the page.

In the dialog box displayed on the right, confirm the configurations and click OK
for the configurations to take effect.

----End

Verifying the Configurations

Step 1 Choose Instance List.

Step 2 Select the target environment and application from the drop-down lists in the
upper part of the page, and click the target component.

Step 3 Select the target instance and click Remote Login in the Operation column.

Step 4 Check the environment variable, which is the same as the secret value in the DEW
secret.

Figure 7-5 Secret value in DEW
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Figure 7-6 Environment variable in remote login

----End

7.3 Disabling the Sub-account Permission to Read Keys
for Key Protection

When you use many accounts to manage the CAE environment, you can create
sub-accounts under your cloud service account for employees in different
departments based on your organization structure and set different access
permissions for these sub-accounts to isolate user permissions.

For example, you can create a development account and a test account for
development and test personnel respectively. Because test personnel do not need
to be aware of sensitive information, you can disable the permission of the test
account to obtain sensitive information.

This practice describes how to disable all DEW permissions and CAE remote login
permission of a sub-account so that the sub-user cannot read keys.

Creating a Custom Policy

Step 1 Log in to IAM.

Step 2 Choose Permissions > Policies/Roles.

Step 3 Click Create Custom Policy in the upper right corner.

Figure 7-7 IAM console

Step 4 Configure a custom policy.

● Policy Name: Enter cae-subuser.

● Policy Content: Select Deny.

● Select service: Select Cloud Application Engine.

● Select Action: Select cae:application:createConsole.
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Figure 7-8 Creating a custom policy

Step 5 Click OK.

----End

Creating a User Group and Assigning Permissions

Step 1 Choose User Groups and click Create User Group.

Figure 7-9 Creating a user group

Step 2 Enter a user group name, for example, cae-test, and click OK.

Step 3 In the user group list, click cae-test.

Step 4 On the Permissions tab, click Authorization and select the custom policy created
in Creating a Custom Policy.
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Figure 7-10 Authorizing a custom policy

Step 5 Click Next and set Scope to All resources.

Step 6 Click OK.

Click Finish to go back to the User Groups page.

Figure 7-11 User group authorized

Step 7 Click the Users tab.

Step 8 In the user list, select the sub-user whose permissions need to be configured and
click OK.
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Figure 7-12 Configuring user management

----End

Verifying Sub-user Permissions

Step 1 Log in to CAE as the sub-user in Step 8.

Step 2 Perform operations such as Adding a Secret and Configuring an Environment
Variable. The operations are normal.

Step 3 Choose Instance List.

Step 4 Select the target instance and click Remote Login in the Operation column. The
secret details cannot be viewed.

Figure 7-13 No remote login permission

Step 5 Click  in the upper left corner. In the service list, choose Data Encryption
Workshop to go to the DEW console.

Step 6 Choose Cloud Secret Management Service > Secrets. The secret details cannot
be viewed.
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Figure 7-14 No DEW agency permission

----End
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